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OIIPEAEJIEHUSA

B HacrosmeM qOKyMEHTE UCIIOJIB3YIOTCS CIEAYIOIHUE TEPMUHBI U UX OIPEICICHUS.

ABTOMATH3HPOBAHHAS CHCTEMA - CHCTEMa, COCTOSINAs M3 IEpCcOHaia M KOMIUIEKCa
CPEICTB aBTOMATHU3allMM €ro JAEATEIbHOCTH, pPeaJu3yrolias MHPOPMALUOHHYIO TEXHOJOTHIO
BBITIOJIHEHUS YCTAHOBJICHHBIX (DYHKIIHH.

AyTeHTH(QUKALUA OTIHPABUTEN AAHHBIX - IOATBEPKIEHUE TOrO, YTO OTIPABUTEIND
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBJICHHOMY.

be3onacHOCTh NMEPCOHAIBHBIX JAHHBIX - COCTOSHHE 3alIUILEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTEepU3yeMOe CIIOCOOHOCTBIO  II0JIb30BATENCH, TEXHUYECKUX CPEICTB H
MH(POPMAIMOHHBIX TEXHOJIOTHH 00ecneunTh KOHDUICHINATBHOCTb, IEIIOCTHOCTh U JOCTYITHOCTb
MEPCOHANBHBIX JIAaHHBIX NpU HMX 00paboTKe B HMH(POPMAIMOHHBIX CUCTEMAX MEPCOHAIbHBIX
JAHHBIX.

BiokupoBaHue mepcoHAJBHBIX [JAaHHBIX - BpPEMEHHOE IpeKpalleHue coopa,
CUCTEMaTHU3alluH1, HAKOIUICHHUSI, UCIIOJIb30BaHNUs, PACIIPOCTPAHEHUS IEPCOHAIBHBIX JaHHBIX, B TOM
YHUCJIE UX NIEpEeIayn.

Bupyc (KOMNbLIOTEPHBIH, NMPOrpaMMHBIN) - UCIOJIHSAEMBIA INPOTrPAMMHBIA KOJ WU
MHTEPIPETUPYEMbIi HaOOp MHCTPYKIMH, 00JIaAalolfii CBOMCTBAMH HECAHKIIMOHUPOBAHHOTO
pacrpocTpaHeHHs M caMoBocIipou3BeieHns. Co3jaHHble 1y0IMKaThl KOMIIBIOTEPHOTO BUpYCa He
BCEr/la COBMAJAOT C OPUTMHAIOM, HO COXPaHSAIOT CIHOCOOHOCTh K JalbHeHlemy
PacCIpOCTPAaHEHHUIO U CAMOBOCIIPOU3BEICHMUIO.

BpenonocHass mnporpamma - 1mporpamma, IpeAHA3HAY€HHas s OCYIIECTBIICHMS
HECaHKLMOHUPOBAHHOTO JOCTYIA U (MJIM) BO3JIEHCTBUS HAa MEPCOHAIbHBIE JaHHBIE U PECYPCHI
MH(POPMAIIMOHHOM CUCTEMBI IEPCOHATBHBIX JTAHHBIX.

BcenomorarenbHble TEXHHYECKHE CPEICTBA M CHCTEMbI - TEXHUYECKHE CpPEACTBA U
CHCTEMBI, HE MpeHa3HaYeHHbIe s Nepeaadn, 00paboTKH UM XpaHEHHs IePCOHANBHBIX JTaHHBIX,
YCTaHABIUBAEMbIE COBMECTHO C TEXHUYECKMMH CPEICTBAMU U CUCTEMAaMHU, IIPEAHA3HAYCHHBIMU
Ui 00pabOTKM MEpCOHANBHBIX JAaHHBIX MJIM B IIOMEIIEHUSAX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMAaLIMOHHBIE CUCTEMBI IEPCOHANIbHBIX JaHHbIX.

JocTtyn B omnepalMOHHYK cpeay KoMnbloTepa (MHGOPMALMOHHOM CHCTEMbI
NEePCOHANBHBIX JAHHBIX) - IOJIyYEHHE BO3MOKHOCTH 3aIlyCKa HA BBIITOJIHEHUE INTATHBIX KOMaHJ,
GyHKIMH, TpoLesyp ONEpallMOHHONW CHUCTEMBbl (YHUYTOXKEHHUS, KONHMPOBAHUS, MEpPEMEIICHUs U



T.I1.), UICTIOJHSIEMBIX (hailJIOB MPUKIIATHBIX POTPaMM.

JlocTyn Kk nHGOPMALMHU - BO3MOKHOCTb MOJIy4€HUS WH(OPMALIUU U €€ UCIIOIb30BAHMS.

3ak1a0yHOe YCTPOMCTBO - DJJIEMEHT CpEACTBa CbheMa HH(OPMAIUH, CKPBITHO
BHEAPSEMBIH (3aKJIaAbIBAEMbIi MM BHOCHUMBII) B MECTa BO3MOXHOTO CheMa HH(pOpManuu (B TOM
qHcie B OrpaxaeHHe, KOHCTPYKLHMIO, O0OpyAOBaHHE, MpPEAMEThl HHTEpPhEpa, TPAaHCIOPTHHIC
CpeACTBa, a TAKXKE B TEXHUYECKUE CPEICTBA U CUCTEMBI 00padOTKH MH(pOpMAIIIN).

3ammmaemasi uHopmanus - nHGopMaIus, IBISAIONIASICS PEAMETOM COOCTBEHHOCTH U
MmojAJeKalas 3alluTe B COOTBETCTBHM C TpeOOBaHMSIMH IPABOBBIX JOKYMEHTOB WM
TpeOOBaHUSMH, YCTAaHABIMBAEMBIMU COOCTBEHHUKOM UH(OPMAIIUH.

Nnentudukanus - npucBoeHue cyObekTaM U oObEKTaM JO0CTymna HIEHTU(UKATOpa U
(umM)  cpaBHEHHE  TPEIBSBISEMOrO  WACHTH(PHKATOpa C  IMEpPeYyHeM  MPHUCBOCHHBIX
UICHTH(PUKATOPOB.

HNHpopMaTUBHBI CHIHAJ - DJIGKTPUYECKUE CHUTHAIBI, aKyCTUYECKHE, JJICK-
TPOMAarHUTHbBIE U JIpyrue (pU3MUECKUe IO, M0 MapaMeTpaM KOTOPBIX MOXET OBITh pacKpbITa
KoH(puACHIMaTbHAsA nH(popMaIus (mepcoHaIbHBIC IaHHBIC) 0OpabaThiBacMasi B UH()OPMAITMOHHOM
CUCTEME MEePCOHATBHBIX TAHHBIX.

HNudopmanuonnas cucrema nepcoHaiabHbIX AaHHbIX (MCIIH) - undopmanmonHas
CUCTeMa, MPeICTaBIAIoNIas CO00M COBOKYIMHOCTh MEPCOHANBHBIX TAHHBIX, COJEpKAIIUXCS B 0aze
JaHHBIX, a TakkKe WH(OPMALMOHHBIX TEXHOJIOTUH W TEXHUYECKUX CPEACTB, IMO3BOJISIONINX
OCYIIECTBISAITH 00pabOTKYy TakKWX TMEPCOHAIBHBIX JaHHBIX C HCIIOJIB30BAaHUEM CpE/ICTB
aBTOMAaTH3allMd WM 0€3 MCIOJb30BAHUS TAKMX CPEJICTB, HCIOJIB3yeMas B 00pa30BaTEIbHOM
YUPEKACHUH.

HNudopmauuoHHble TEXHOJOTHM - TPOIECCHI, METOIBI TOHCKa, cOOpa, XpaHEHHS,
00paboTKH, IPEeIOCTaBIEHUS, PACIPOCTPAHEHU UH(DOPMALIMK U CTTOCOOBI OCYIIECTBICHHS TaKUX
MIPOLIECCOB U METOJIOB.

Hcnosb30BaHne nMepcoOHANBbHBIX JAAHHBIX - JEWCTBUS (Omepalu) ¢ MepCoOHaIbHBIMU
JAHHBIMH, COBEpIIAEMbIC ONEPAaTOPOM B IENAX MPHUHATUS PEHICHUH MM COBEpPLICHUS HHBIX
JEeWCTBUH, TTOPOKAAIONINX OPUANIECKHAE TTOCIEACTBUS B OTHOIICHUH CYOBEKTa MEePCOHATBHBIX
JTAHHBIX WA JIPYTUX JUI MO0 WHBIM 00pa30oM 3aTpardBarolIdX IpaBa M CBOOOJIBI CyOBEKTa
MEPCOHATBHBIX JAHHBIX WU IPYTUX JIUIIL.

Hcrounuk yrpo3npl 0e30macHOCTH MHPOPMALUM - CYOBEKT JOCTyNa, MaTepUAIbHBINA
00BEKT WIH (PU3NYECKOE SBJICHUE, SBISIOIINECS IPUIMHON BOSHUKHOBEHHS YIpO3bl 0€30MaCHOCTH
uHpopMalnu.

KonTpoimpyemasi 30Ha - TPOCTPaHCTBO (TE€PpUTOpHs, 3[aHME, YacTh 3aHUS,
MIOMEIIEHUE), B KOTOPOM HCKIIFOUEHO HEKOHTPOIUPYEMOe TPpeObIBaHNUE NOCTOPOHHUX JIMIL, & TAKXKE
TPAHCMOPTHBIX, TEXHHYECKNX U MHBIX MaTE€PHUATBHBIX CPEICTB.

KonpuaeHunaabHOCTh NMEPCOHANBHBIX JAHHBIX - 00S3aTelbHOE I COONIOACHUS
OTIEPaTOPOM WIJIM WHBIM ITOJIYYUBIIMM JOCTYI K TEPCOHAILHBIM JAaHHBIM JIMIIOM TpeOoBaHHE HE
JOIMyCKaTh WX PAacHpOCTpaHEHUs] 0e3 coryiacysi CyObeKTa MepCOHATBHBIX JaHHBIX WM HATWIHS
WHOTO 3aKOHHOTO OCHOBaHHUSI.

MesxkceTeBoli JIKpaH - JIOKaJbHOE (OAHOKOMIIOHEHTHOE) WIM (YHKIMOHAIBHO-
pacripeielleHHOe MTPorpaMMHOE (TIPOrpaMMHO-aNMapaTHOE) CPEACTBO (KOMILIEKC), pealu3yolee
KOHTPOJIb 32 MH(OpMaIMe, ocTynaoue B nHPOPMAIMOHHYIO CUCTEMY NEPCOHATBHBIX TAHHBIX
U (MIM) BBIXOJAIEH U3 MH()OPMAIIMOHHON CHCTEMBI.

Hapyummresab 0€30MaCHOCTH MEPCOHAJIBHBIX JAHHBIX - (U3NYECKOE JIUIO, CIy4aifHO
WIA TIPeAHAMEPEHHO COBEpINAIONIee JCHCTBHS, CIEIACTBHEM KOTOPBIX SIBIISIECTCS HapyIICHHE



0€30IIaCHOCTH TEPCOHAIBHBIX JAHHBIX INPUH HUX 00pabOTKE TEXHUYECKUMM CpEICTBAMH B
MH(GOPMALMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHbIX.

HeaBromMaTu3upoBaHHasi 00pa0doTKa MNePCOHANBHBIX JaHHBIX - 00paboTka
MEPCOHAIBHBIX JAHHBIX, COJACPKALIMXCSA B MH(POPMAIMOHHON CHUCTEME MEPCOHANBHBIX JaHHBIX
100 U3BJIICUCHHBIX M3 TAKOW CHCTEMBbI, CUNTACTCSl OCYIIECTBIEHHON 0€3 HCIOIb30BaHUS CPEICTB
aBTOMaTH3alMK (HEABTOMATU3MPOBAHHOM), €CIIM TaKue JEHCTBUS C MEPCOHAIBHBIMU JaHHBIMH,
KaK MCIOJb30BaHUE, YTOUHEHHE, PACHpPOCTPAHEHUE, YHUUTOXKEHUE IEPCOHAIBHBIX JaHHBIX B
OTHOLICHUU KaXKJIOT0 U3 CyOBEKTOB NEPCOHAIBHBIX JAaHHBIX, OCYLIECTBISIOTCS MpPU HENOCpes-
CTBEHHOM Y4YacCTHH YEJIOBEKA.

HeneknapupoBaHHble BO3MOKHOCTH - (YHKLIMOHAJIbHbIE BO3MOXXHOCTU CPEJICTB
BBIUMCIIUTENIbHOW TEXHUKHU, HE OIHWCAHHbIE WM HE COOTBETCTBYIOIIME OMNHCAHHBIM B
JOKYMEHTAIMH, TPU HCIOJB30BAaHUM KOTOPHIX BO3MOXKHO HapylleHHe KOH(HICHIMAIBHOCTH,
JOCTYITHOCTH MJIH LIEJIOCTHOCTH 00padaThiBaeMOi HH(pOpMAIuH.

HecaHKIMOHMPOBAHHBII A0CTYN (HeCAHKUMOHUPOBAHHBbIE HeliCTBHSI) - JOCTYN K
uHboOpMalMU UK ASUCTBUS ¢ HHPOpMaLKel, HapylIalolye paBuiia pa3rpaHUYeHHsl JOCTYIA C
UCIOJb30BAHUEM IITATHBIX CPEACTB, MPEJOCTaBIAEMBbIX HH(OPMAIMOHHBIMU CHCTEMaMHU
NEPCOHAIbHBIX JAHHBIX.

Hocuresab nndopmanuu - puznyeckoe JUIO0 WX MaTepUAIbHBIH 00BEKT, B TOM YHCIIE
¢dusnyeckoe 1ose, B KOTOpoM HH(popMalMsg HaXOJUT CBOE OTPayKEHHE B BUJI€ CHMBOJIOB, 00pa30B,
CHTHAJIOB, TEXHHUYECKUX PEIICHUA M MPOLECCOB, KOJINYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX
BEJIMYUH.

O0e31uuNBaHMe TEPCOHAJBHBIX [JaHHBIX - JICHCTBH, B pe3yJabTare KOTOPBIX
HEBO3MOKHO OTPEACTUTh NPUHAICKHOCTh NEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIbHBIX JAHHBIX.

O0pa0oTka mepCcOHANBHBIX [JAaHHBIX - JeicTBUs (Omepaluu) ¢ [EepPCOHAIbHBIMU
JTaHHBIMHU, BKJItOYasi cOOp, cUCTeMaTHU3alllio, HAaKOIJIEeHHEe, XpaHeHue, yTouHeHne (0OHOBIIEHHE,
U3MEHEHME), MCIIOJIb30BaHHEe, PACHpOoCTpaHeHue (B TOM 4MCie Mepenady), oOe3TMuMBaHUE,
OJIOKMPOBAaHNE, YHHUTOKECHNE TIEPCOHAIBHBIX TaHHBIX.

OO0umenocTynHble MepcoOHAJbHbIE JaHHbIEe - TIEPCOHAIBHBIC JAHHBIE, JIOCTYI
HEOTPaHMYEHHOTO KPyra JIMII K KOTOPBIM NPEIOCTaBIEH C COTJIachsi CyObeKTa MEepCOHATBHBIX
JAHHBIX WJIA Ha KOTOpPbIE B COOTBETCTBHH C (heJlepalbHBIMU 3aKOHAMHU HE pacIpOCTPaHSIETCS
TpeboBaHuE cOOII0AEHUS KOH(DUICHIINAIBHOCTH.

OmnepaTop (MepCcOHANBHBIX JAHHBIX) - TOCYIApCTBEHHBIM OpraH, MYHUIMIAIbHBIN
OpraH, MOpUAMYECKOEe WIH (U3UYECKOe JIMIO, OpraHu3ymomee M (WiIM) OCYILECTBIAIOLIEe
00paboTKy NMEpPCOHANBHBIX JaHHBIX, a TAK)KE ONpENeNIoNUe eI U CoJepKaHue oOpaboTKH
MIEPCOHATBHBIX JAHHBIX.

IlepexBar (MHopmanmumu) - HeENpaBOMEpHOE TMOJydyeHHE HUH(POpMalLUU C
HCIOJIb30BaHNEM TEXHHUUECKOTO CPEJICTBA, OCYIIECTBIIAIONIEr0 OOHApyKEeHUE, TpHeEM U 00paboTKy
WH(POPMATUBHBIX CHTHAJIOB.

IMepconasibHbIe JaHHBIE - JTF00ass WHPOPMAIUS, OTHOCSIIASCS K ONPENCICHHOMY HITH
OlpeNieNIIeMOMY Ha OCHOBaHMM Takod HMHpopManuu QusnueckoMy JHIy (CyOBEKTY
MEPCOHAIBHBIX JAHHBIX), B TOM UYHUCIIE €ro (paMuins, uMs, OTYECTBO, 'OJl, MECAL, JlaTa U MECTO
pOXJEHUs, aapec, CeMeHHOe, COLMaIbHOE, HMYIIECTBEHHOE IOJIOKEHHE, 0Opa3oBaHuE,
npodeccus, 10X0abl, Apyras uHGopMarus.

IMoGouHbIe 3JEKTPOMATHMUTHBIE W3JIYYeHHS] M HABOAKHM - DJCKTPOMAarHUTHBIC
W3IYyYCHUs TEXHHYECKHX CPEICTB 00padOTKM 3amuiiaeMoll MH(OpManuu, BO3ZHHKAIOIINE KaK



noOOYHOE SIBICHHE U BbI3BaHHBIC DJEKTPUUYECKHUMH CUTHAJlaMH, JEHCTBYIOIIMMU B HX
JNEKTPUYECKUX M MAarHUTHBIX LEMSAX, a TAKXKE AJIEKTPOMArHUTHbIE HABOAKU ITHX CUTHAJIOB Ha
TOKONPOBOISALINE TUHUH, KOHCTPYKLIUU U IIENN IUTAHUS.

IMosmTKa «YHCTOIO CTOJIA» - KOMIUIEKC OPraHU3allMOHHBIX  MEPOIPHUATHH,
KOHTPOJHMPYIOIUX OTCYTCTBUE 3alMChIBaHUS Ha OyMa)kKHbI€ HOCUTENIM KIIOYed M aTpuOyTOoB
nocryma (maposiei) ¥ XpaHeHHs UX BOIU3U 00BEKTOB JIOCTYIIA.

IHoab30BaTelb HMHMPOPMAIMOHHON CHCTEMbl MEPCOHAJBHBIX [aHHBIX - JIHUIIO,
ydacTByoliee B GyHKIIMOHUPOBAHUU MH(GOPMAIIMOHHON CHUCTEMBI NEPCOHANBHBIX JAHHBIX WIH
HCIOJIBb3YIOIEE Pe3yNbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuia pa3rpaHu4eHus J0CTYNA - COBOKYITHOCTb MPAaBUII, PETIAMEHTUPYIOIINX IIpaBa
J0CTyIa CyOBEKTOB JOCTYIA K 00bEKTaM JJOCTYTIA.

IIporpamMmmHuas 3aKJ1a/iKa - KOJ| IpOrpaMMBbl, [IPETHAMEPEHHO BHECEHHBIH B IPOrpaMMy ¢
LENbI0 OCYHIECTBUTh YTEUKY, H3MEHUThb, OJOKHPOBaTh, YHUYTOXUTh HH(POPMALUIO WIH
YHUYTOXXUTh ¥ MOAM(DUUIMPOBATH MPOrpaMMHOE oObOecreueHne HH(POPMAIMOHHONW CHUCTEMBI
MEePCOHANBHBIX JAHHBIX U (W) OJIOKUPOBATH alnapaTHbIe CPEICTBA.

IIporpammuoe (mporpaMMHO-MaTeMATHYECKOE) BO3/elicTBHE - HECaHK-
[IMOHUPOBAHHOE BO3JIEHCTBUE HA PECYpChl aBTOMATU3UPOBAHHON WH(MOPMAIIMOHHOW CHCTEMBI,
OCYUIECTBJISIEMOE C HUCIOJb30BaHUEM BPEAOHOCHBIX IPOTrPaMM.

PackpbiTHEe NEPCOHANBHBIX AAHHBIX - YMBIIUIEHHOE WM CIy4yallHOE HapyllIeHHE
KOH(UIEHIMATIBHOCTH IEPCOHAIbHBIX JaHHBIX.

PacnpocTpaHeHune mepcoHAJBLHBIX JAHHBIX - JICHCTBUS, HAIPaBJICHHbIE HA Ieperady
[IEPCOHANIBHBIX JTAHHBIX OINpPEAEICHHOMY KpYry JuIl (Ieperaya MepCcoHAIbHBIX JaHHBIX) WM Ha
O3HAaKOMJIEHHE C IIEPCOHAJIbHBIMU JaHHBIMH HEOIPAaHWYEHHOI'O Kpyra JIMI, B TOM 4YHCIIE
o0HapoJI0BaHKE TMEPCOHAIBHBIX JAHHBIX B CPEJCTBaX MAacCOBOW HMH(OpMAIMH, pa3MelIeHHE B
MH(OPMALMOHHOTEIEKOMMYHUKALIMOHHBIX CETSIX WM MPeOCTaBICHUE JOCTYIA K EPCOHATBLHBIM
JAHHBIM KaKMM-JTM0O0 UHBIM CIIOCOOOM.

Pecypc uH(pOpMALHOHHON CHCTEMbI - KMEHOBAHHBIM JJIEMEHT CHUCTEMHOIO,
MPUKJIAHOTO WJIU alnapaTHOro odecrnedeHnst pyHKIMOHUPOBaHUS NHPOPMALIMOHHON CUCTEMBI.

CpencrBa BbIYMCIUTEIbHONW TeXHUKH - COBOKYIHOCTh MPOTPAMMHBIX M TEXHUYECKUX
AJIEMEHTOB CUCTEM OOpabOTKU JTaHHBIX, COCOOHBIX (PYHKIIMOHUPOBATH CaMOCTOSATEIbHO WJIU B
COCTaBe JAPYTUX CHCTEM.

Cy0bekT pgocryma (cy0beKT) - JMIO WIM IpPOLECC, IEHCTBUS KOTOPOTO per-
JIAMEHTHPYIOTCS PAaBUJIaMH pa3rpaHUyeHMs 1OCTyIa.

Texnuyeckue cpeacrsa HHGOPMALMOHHON CHCTEMBI MNEPCOHAJBHBIX JAHHBIX -
CpeACTBa BBIYMCIMTEIBHON TEXHUKH, WH(OPMAIIMOHHO-BBIYMCIUTEIbHBIE KOMIUIEKCHI U CETH,
CpelICTBa U CUCTEMHBI Tepenayu, npuema u oopadorku I1/1H (cpeacTBa u cuCTEMBbl 3ByKO3aIUCH,
3BYKOYCHJIEHUS, 3ByKOBOCIIPOU3BEICHNUS, IEPETOBOPHBIE U TEIEBU3NOHHBIE YCTPOMCTBA, CPEACTBA
U3TOTOBJICHUS, TUPAKUPOBAHUSA JOKYMEHTOB M Jpyrue TEXHHUYECKHE CpeAcTBa 00paboTKH
pedeBol, rpaduueckol, BuIeo- U OyKBeHHOIM(POBOH MH(OpPMAINK), TPOrpaMMHbBIE CPEACTBa
(omepanMOHHBIE CUCTEMBI, CHUCTEMbI YIpaBlieHUs 0a3aMH JNaHHBIX U T.I.), CPEJICTBA 3alUThHI
uHpopMalny, IPUMEHsIeMble B MH()OPMAITHOHHBIX CUCTEMAX.

TexHuuyeckuii KaHaJ yTe4KH MH(OPMALMU - COBOKYITHOCTh HOCUTENS MH(POpPMALUU
(cpenctBa 00paboTKM), (U3NYECKOH cpenbl pacnpocTpaHeHHs WH(GOPMATHBHOTO CHUTHAjJa MU
CpPeACTB, KOTOPBIMU JOOBIBAETCA 3alMIaeMas HHPopMaIus.

TpancrpannyHasi nepegadya MNePCOHAJBHBIX [JAHHBIX - [epefada MepCOHAIbHBIX
JAHHBIX oneparopoMm 4depes3 ['ocynapcTBeHHyro rpannny Poccuiickoi



denepanuu Oprany BjIaCTH HHOCTPAHHOTO TOCYAApCTBa, (PU3NUECKOMY HIIH FOPHANICCKOMY JTHITY
WHOCTPAHHOT'O TOCYAapCTBa.

Yrpo3bl 6€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX - COBOKYITHOCTh YCIIOBUH U (PaKTOpOB,
CO3JIaI0IIMX OINACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHUCJIE CIIy4allHOro, JOCTyNa K
MEPCOHAIIBHBIM JIAHHBIM, PE3YJIbTaTOM KOTOPOI'O MOKET CTaTh YHUYTOXXEHUE, WU3MEHEHUE,
OJIOKMpPOBaHME, KOMHUPOBAHME, PACHPOCTPAHCHHUE TEPCOHANBHBIX JIAHHBIX, a TAaKXKE HWHBIX
HECAaHKIIMOHUPOBAHHBIX JCHCTBUH TIpH UX 00paboTke B HWHOOPMAIIMOHHOW CHCTEME
MEePCOHAJIBHBIX JAHHBIX.

YHMUYTOKEHUE EePCOHATBHBIX JJAHHBIX - ICCTBUS, B PE3YJIbTATE€ KOTOPHIX HEBO3MOKHO
BOCCTAHOBHUTD COJIEP’KaHKE MEPCOHATBHBIX JIAHHBIX B HH()DOPMAIMOHHOM CHCTEME MEPCOHATbHBIX
JIAHHBIX WJIA B PE3YyJbTAT€ KOTOPBIX YHUYTOKAKTCSI MAaTEPUAIbHBIE HOCUTEIN MEPCOHAIBHBIX
JIaHHBIX.

VYreuka (3amuiaemoii) wuHGoOpMANUM 1O TEXHUYECKHMM KaHAJaM - He-
KOHTPOJIHPYEMOE pacpoCTpaHeHne NHPOPMAITUU OT HOCUTEIS 3alUIaeMoil nHpopMaIuu uepes
(bu3nUecKyro cpey 10 TEXHHUECKOTO CPEACTBa, OCYUIECTBIISIIOIIETO MepexBar nH(OpMaIIUH.

VYa3BuMocTh - c1a00CTh B CpPEACTBAX 3aIlUTHI, KOTOPYIO MOXXHO HCIOJb30BaTh IS
HapYIICHUS CUCTEMBI WIIH COZepIKallleics B Hell nHpOpMaIIiH.

HeaocTHoCT, MHGOPMAIUM - CIIOCOOHOCTH CPEJICTBA BBIUMCIUTEIHBHOM TEXHHKH HWJIH
aBTOMATHU3HPOBAHHOW CHUCTEMBI O00ecleyuBaTh HEU3MEHHOCTh MH(OpPMAMM B YCIOBHSAX
CITy4aifHOTO W/HJIH MIPEeTHAMEPEHHOTO UCKAXEHHS (pa3pyIICHuUs).



OBO3HAYEHUSA U COKPALIEHUSA

ABC — aHTUBHpYCHBIE CPEICTBA

AC - aBTOMaTH3UpOBaHHAs CUCTEMA

APM - aBTOMaTH3MpOBaHHOE pabouee MECTO

BTCC - BcnoMoratenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI

WCTI/In - nadopmanroHHas cucTeMa MepCOHATBHBIX JaHHBIX

K3 - koHTponupyemas 30Ha

JIBC - nokanpHasi BHIYMCIHUTENBbHAS CETh

MD - MmexceTeBOM dKpaH

HCJ] - HecaHKIIMOHUPOBAHHBIN TOCTYI

OC - onepaimoHHas cucTemMa

OY - oOpa3zoBareiabHOE YUPEKICHUE.

I1/T1 - mepcoHaNbHBIE JaHHBIE

IIMB - nporpaMMHO-MaTEMaTUYECKOE BO3ICHCTBHE

1O - mporpamMmmHOe obecrieueHne

[IDMMUH - no6oyHbIe IEeKTPOMArHUTHBIE N3NTydeHus: U HaBoaku CA3 -
cuctema ananusa 3amuieHHoctu C3U - cpencra 3amuThl HHGOPMaIIUU
C3I1/IH - cuctema (rmoacucTeMa) 3aluThl mepcoHanbHbIX JaHHBIX COB -
cuctema oobHapyskenus Bropxenniit TKYU - Texundyeckue kaHallbl yTEUKH
uHpopmanuu TC - TexHUUECKHE CPECTBA

VYBII[lH - yrpo3sl 6e30macHOCTH NepcoHaIbHBIX JaHHBIX AUD -
AJIMUHHUCTPATOP HHPOPMAIIMOHHOW 0€30IaCHOCTH



BBEJIEHUE

Hacrosimas Konuenmus nadopmarmonsoit 6ezonacioctu UCI/IH, ncnionszyemas B [BOY
HIII «I"apmonmsi» n.r.T. bezenuyk (nanee - OY), siBnsercs opuimaibHbIM JOKYMEHTOM, B KOTOPOM
orpezesieHa cUcTeMa B3IJIs10B Ha o0ecrieueHue nHpopMalmoHHoi 6e3omnacHoctu OVY.

Hacrosmas Konnenuus onpenensier OCHOBHBIE 1IENTU U 33a4H, a TaKKe 0OIIyI0 CTpaTETr U0
MOCTPOEHHUS CHCTEMbI 3amuThl nepcoHabHbIX AaHHBIX (C3 [1/1n) OY. Konuenuus onpenemnsiet
OCHOBHBIC TpeOOBaHUS M 0a30Bble MOAXOJBI K MX pealu3alliy JIJsl JOCTHKEHHS TpeOyeMoro
YpPOBHSI 0€30MacHOCTH UH(OPMAITHH.

Konuemnmust pa3paboTaHa B COOTBETCTBHH C CHCTEMHBIM IOJIXOJOM K OO0ECIEYECHUIO
uHpopManoHHON Oe3omacHocTH. CHCTEMHBIN MOJXOJA MpEArojaraeT MpoBeACHUE KOMILIEKCa
MEpPONPUATHI, BKIIOYAIOIIUX HCCIEIOBaHUEe Yrpo3 HHGOPMAlMOHHONW O€30MacHOCTH U
pa3paboTKy cuctembl 3amuthl [1/IH, ¢ MO3UIUU KOMILJIEKCHOTO MPUMEHEHUS TEXHUUYECKUX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3aLIUTHI.

[Ton unpopmanmonnoit 6e3onacHocThio [1/[H moHMMAaETCs 3alUIIEHHOCTh EPCOHATBHBIX
JAHHBIX ¥ 00pabaTeIBaomIeil UX HHQPPACTPYKTYPHI OT JOOBIX CIYYalHBIX WU 3JI0HAMEPEHHBIX
BO3/ICUCTBUI, PE3yIbTaTOM KOTOPBIX MOXET SIBUTHCSI HAHECEHHE yliepOa caMoii HHpOpMauu, ee
Brajgenbiam (cyosekram [1/1H) minm uadpacTpykrype. 3agaun nHOOPMAIUOHHONW OE30IMACHOCTH
CBOJISITCSI K MUHUMH3AIMHK yiiepOa oT BO3MOXKHOH peanu3anuu yrpos 6ezonacnoctu [1/1H, a Takke
K IPOTHO3UPOBAHMIO U MPEJOTBPALLECHHUIO TAKUX BO3JICHCTBHM.

Konnenmuss cmyKuT OCHOBOW i pPa3paOOTKM KOMILJIEKCA OpTraHU3allMOHHBIX U
TEXHUUYECKUX Mep 10 obecriedeHno nHpopmanroHHoii 6e3omnacuoctu OV, a Tak:ke HOPMATHUBHBIX
U METOJMYECKUX TOKYMEHTOB, 00ECIEUHBAIOIINX €€ pealn3alliio, U He MPEANnoaraeT moAMEHbI
GyHKIMI TOCYyIapCTBEHHBIX OpraHoB BiacTu Poccuiickoii ®exepanuu, OTBEYAIOMIMX 3a
obecrieyenne 6€30MacCHOCTH HH(POPMAIMOHHBIX TEXHOJIOTHI U 3aIIUTy HH(POpMAIUH.

KoHuenuus sBiasercs METOA0I0THYECKOH OCHOBOM IS

- (opMupOBaHUS U MPOBECHUS €IMHOMN MOJUTHKU B 00J1acTH 00ecriedeHus: 0€301MacHOCTH
[11u 8 UCITdH OV;

- TPUHATHS YIPaBJICHYECKUX pEUIeHHMH M pa3pabOTKU MPaKTUYECKMX Mep Io
BOIUIOIICHNUIO TOJUTUKU Oe3omacHocTH [IJIH M BBIpaOOTKM KOMIUIEKCA COIJIACOBAHHBIX MeEp
HOPMAaTHUBHO-TIPaBOBOTO, TEXHOJOTMYECKOIO U OpPraHM3allMOHHOTEXHUYECKOIO XapakTepa,
HAIPABJICHHBIX Ha BBISIBIICHHUE, OTPAXKCHHUE U JIMKBUJIALIUIO MTOCIIEICTBUI pealnu3aluu pa3InuHbIX
BUJI0B yrpo3 I1/1H;

- KOOpJIMHALMU JIEATENbHOCTH CTPYKTYPHBIX oapasnenenuit OY npu nposeaeHUH padoT
no pa3Butuio u 3kcrryataunu UCIIH ¢ coOnronennem tpeboBaHuit obecreyeHus: 0e30MacHOCTH
I1]1H;

- pa3pa0OTKM MpPEIOKEHUH IO COBEPILIEHCTBOBAHUIO IPABOBOTO, HOPMATUBHOTIO,
METOIMYECKOT0, TEXHUIECKOTO M OpraHu3aimoHHoro odecreuenus 6ezonacuoctu [1J{n 8 UCIT/Ix
oYv.

O6nacte npuMenenus: Konnenuun pacnpoctpaHseTcsi Ha Bce CTPYKTYpPHBIE MOIpa3IeeHUs
OV, »oskcruryatupyrone TexHUUeckue u  nporpammuele cpeactBa MWCIIJIH, B KOTOpBIX
OCYILECTBIISIETCSI aBTOMAaTH3UMpoBaHHas oOpabotka II/[H, a Takke Ha mOJpa3eieHus,
OCYILIECTBIISIIOLINE  COMPOBOXJAEHHE,  OOCIyXHBaHME W  oOecreyeHHe  HOPMAJIbHOTO
¢ynkunonuposanust UCIT/IH.

[IpaBoBoit 0Gazolt st pa3pabotku HacTtosimerd Kormenmuu cimyxar TpeOoBaHUSA



I[GflCTByIOH.[HX B Poccuu 3aKOHOAATCIIbHBIX W HOPMATUBHBIX IOOKYMCHTOB IIO O6€CH€‘-I€HI/IIO
0e30MmacHOCTH nepcoHanbHBIX NaHHBIX (I1/]H)



1. O01mue moJ10KeHUs!

Hacrosimas Konuenmus onpezaesnser OCHOBHBIE LIETIH U 3a]auy, a TaKXKe OOILYyI0 CTPaTertio
MOCTPOEHUS CUCTEMBI 3alUThI IepcoHanbHbIX AaHHbIX (C3I11H) OV, B cooTBercTBHM C [Iepeunem
NUCIIAn OY. Konuenmus ompenenseT OCHOBHbIE TpeOoBaHHMs M 0a30Bble MOIXOABI K HX
peanu3aiyy, A1 TOCTHKEHUS TpeOyeMoro ypoBHs 0€301acHOCTH MH(POPMAIUH.

C3I1[Jn mpencraBinsier €000  COBOKYNHOCTH OPTaHU3AIMOHHBIX M TEXHHYECKUX
MeponpusaTHid s 3ammtel IIJ[H OT HenmpaBOMEpHOro WM ClydyailHOro [JOCTyla K HUM,
YHUYTOKEHUS, U3MEHEHUs, OJIOKMPOBaHUs, KOIIMPOBaHUs, pactpocTpaHeHus 11/]H, a Takyke MHBIX
HETPABOMEPHBIX IEUCTBUM C HUMU.

bezonacHOCTp  MEpPCOHANBHBIX  JAaHHBIX  JIOCTUIAETCS  IyTeM  HMCKIIOYEHUs  He-
CaHKI[MOHMPOBAHHOTO, B TOM 4YHCJE CIy4allHOro, JOCTyNa K II€pCOHAIBbHBIM JIaHHBIM,
pE3yaBTATOM KOTOPOTO MOXKET CTaTh YHHUTOXCHHE, U3MEHEHHE, OJOKMPOBAaHUE, KOIMPOBAHUE,
pacnpocTpaHeHUe NEPCOHAIBHBIX JAHHBIX, @ TAK)KE MHBIX HECAHKI[MOHUPOBAHHBIX JEHCTBUM.

Crtpykrypa, coctaB U ocHoBHble (pyHkumu C3IIJIH ompenenstoTcss ucxonas M3 Kiacca
UCTIJn. C3II[An BkIIOYaeT OpraHu3allMOHHBIE MEpPhl M TEXHUYECKUE CPEJCTBA 3alllUThI
uHpopmanun (B ToM uyuciae mudpoBagbHble (Kpunrorpad@uueckue) CpeacTBa, CpeAcTBa
HPEJOTBPALICHUS HECAaHKIIMOHMPOBAHHOTO JOCTYIA, YTEUKH HHGPOPMALUU MO TEXHUYECKUM
KaHaJlaM, [IPOrpaMMHO-TEXHUYECKUX BO3/AEUCTBHI Ha TeXHUYeCcKHe cpeacTBa oopadboTku [1/1H), a
TaKXe UCIOJIb3yeMble B MHPOPMALIMOHHON cucTeMe MH()OPMAIIMOHHBIE TEXHOJIOTHH.

DTHU MepbI IPU3BAHBI 00ECTICYUTH!

-  KOHQUAEeHUHANBHOCTH  HHpOpMALMK  (3alUTa OT  HECAaHKUHOHHPOBAHHOTO
03HAaKOMJICHUS );

- LeJOCTHOCTh MH(OpManuM (aKTyaJbHOCTh U HENPOTHUBOPEYMBOCTh MH(pOpMAIUH, €€
3alMIIEHHOCTh OT pPa3pyllIeHUs] U HECAHKIIMOHUPOBAHHOTO U3MEHEHU );

- JIOCTYNHOCTHb HHpopManuu (BO3MOXKHOCTb 3a TNpUEMJIEMOE BpeMs MOJYYUTh
TpeOyeMyro HHPOPMAIIMOHHYIO YCIIYTY).

Crannu cozganus C3I1/IH BKIIFOYAOT:

- TNpennpoeKTHas CTajaus, BKIOYamomas mnpennpoektHoe obcnenoBanue MCII/IH,
pa3paboTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOT0) 3aJjaH1s Ha €€ CO3/1aHuE;

- cTajaus NpoeKTHpoBaHus (pa3paboTku mpoekToB) U peanuszauuu MCIT/IH, BKitoyaromas
pa3pabotky C3I1/11 B coctaBe UCII/IH;

- cragus BBoja B Aeiicteue C3II/IH, BKIrOYaromas ONBITHYIO SKCIUIyaTalluIO U IPUEMO-
C/IaTOYHBIE MCIIBITAHUS CPEJICTB 3aIIUTHI MHPOpPMalLKH, a Takxke ouneHky coorBercTBus UCII/IH
TpeOoBaHUSAM 0€30MacHOCTH NH(POPMALIUH.

OpranuzalvoHHbIE MEphl NMPEAYCMaTPUBAIOT CO3JaHHUE U MOJJAEpKaHHE MPAaBOBOM Oa3bl
6esomacHoctu IIJIlH u pa3paborky (BBeneHUE B JeicTBHE) MpenycMOTpeHHBIX [lomuTukoit
uHpopmarnmonHoit 6e3omacHoctr MCIIJIH criemyronumx opraHU3allMOHHO-PACTIOPSIUTETBHBIX
JIOKYMEHTOB:

- IInan meponpustuii no odecneuenuro 3auuthl [1/10 npu ux obpadorke B UCII/H;

- Tlopsinok pesepBupoBaHUS M BOcCTaHOBIEeHUs pabortocnocobHoctn TC u I1O, 6a3
nmanHbeIX 1 C3U;



- JlomxHocTHas uHCTpyKuus aamuHuctparopa HWCIIln B wactm obOecnedyeHus
6e3onacunoctH [1/Ia mpu ux o6padotke B UCIIH;

- JlomKHOCTHAs MHCTPYKIUS anMUHUCTpaTopa 6e3omacnoctu UCITH;

- JlomkHocTHas nHCTpYyKIUs nosb3oBatens MCII/[x B yactu obecrieueHnst 6€301MacHOCTH
IT/T1 pu ux obpadotke B UCII/IH;

- HMHcTpyKums nosb30BaTels Ha Cllyd4aid BOSHUKHOBEHMS BHEIITATHOW CUTYalLlHUH;

TexHuueckue Mepspl 3alIUThl PEATU3YIOTCS IIPU TOMOILH COOTBETCTBYIOIIUX ITPOTrPAMMHO-
TEXHUUYECKUX CPEACTB U METOJIOB 3aILMTHI.

[lepeyenbp HEOOXOOUMBIX Mep 3aIIUTHl HH()OPMAIMKM ONpeneseTcss IO pe3yibTaTaM
BHyTpeHHel nposepku Oezonacnoctu UCIIx OY.

2. 3aga4um cucTeMBbI 3aIUTHI NEPCOHANBbHBIX JaHHBIX (C3I11H)

OcnosHo#t nenpto C3IIAH sBAsSeTCS MUHMUMH3AIMS yliepOa OT BO3MOXKHOW peanu3aiiu
yrpo3 6ezonacHoctu [1/1H.

Jlns  jpocTokeHHMS OCHOBHOM 1ienm  cuctema OesomacHoctd [/l MCII[IH nmomkHa
obecrnieunBath QP PEKTUBHOE PEIICHUE CIEAYIOMUX 3a/1a4:

- 3aIIUTy OT BMEWATeIbCTBA B npouecc ¢pynkunornuposanust UCIIIH mocTopoHHHX JHIL
(Bo3MOXHOCTh Hcmosib3oBaHusi AC W JIOCTYyllI K €€ pecypcaMm JOJKHBI HMMETh TOJIBKO
3apEeTUCTPUPOBAHHBIC YCTAHOBJICHHBIM MOPSAKOM MOJIb30BATEINH );

- pa3rpaHHYEHUE JOCTyla 3aperMCTPUPOBAHHBIX IOJI30BATENE K anmapaTHbIM,
nporpaMMHbIM U uH(popmannoHHbIM pecypcam MCII/H (BO3MOXKHOCTB JOCTYIa TOJIBKO K TEM
pecypcaM U BBHITIOJHEHHS TOJBKO TEX OMepanuil ¢ HUMHU, KOTOpPhIE HEOOXOIUMBI KOHKPETHBIM
nonb3oBarensim UCII/IH s BBIMOTHEHHUS] CBOUX CITY:KEOHBIX 00S3aHHOCTEH), TO €CTh 3alUTy OT
HECAaHKI[MOHUPOBAHHOIO TOCTYTIA:

a) K uHpopmanuu, nupkyaupyromeit B MUCI1/IH;
0) K cpeactBaM BeruuciutenbHon Texauku UCIx;
B) K aInapaTHbIM, IPOrPaMMHBIM U KpUNITOTpaduIeCKUM CpeACTBaM

3amuThl, ucnosibzyembiM B UCIT/IH;

- pEerucTpanuio JEeWCTBUI IOJIB30BATENIECH IIPU UCIOJIB30BAHMU 3AIIMINAEMBIX PECYPCOB
HUCTI[IH B CHCTEeMHBIX >XKypHajaX M NEPHOJUYECKUH KOHTPOJb KOPPEKTHOCTU JEHCTBUI
II0JIB30BATENCH CUCTEMBI ITyTEM aHAJIM3a CONEPKUMOTO ITUX KYPHAIIOB;

- KOHTPOJIb LIEJIOCTHOCTH (0OecrieueHre HEM3MEHHOCTH ) CpeJibl UCIIOTHEHUS IPOTrPaMM U
€€ BOCCTaHOBJICHHE B ClIy4ac HapyLICHUS;

- 3allUTy OT HECAHKIMOHMPOBAHHOW MOIM(UKALUMU M KOHTPOJIb IEIOCTHOCTU
ucnoaszyembix B MCIIJIH mporpaMMHBIX CpEICTB, a TaKXkKe 3alUTy CUCTEMBI OT BHEIPEHHUS
HECaHKI[MOHUPOBAHHBIX IIPOIPAMM,;

- 3amuty [I/IH OT yTeuku mo TEXHUYECKUM KaHaiaM IpH ee oOpaboTke, XpaHEHUH U
repeaayde 1o KaHajaaM CBS3U;

- samutry [1/{x, xpanumoii, oOpabaTeiBaeMOl M TIEpenaBaeMoOi 1O KaHajaM CBSI3U, OT
HECAaHKI[MOHUPOBAHHOIO Pa3IiallleHNs WIH HCKaKEHUS;

- o0ecrnedeHHe >KMBYYECTH KPUNTOrpaUUYECKUX CPEICTB 3aIlIUThl MHGOpMALUHU IpU
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KOMIIPOMETAIMU YaCTH KIKOYEBON CUCTEMBI;

- CBOEBpPEMEHHOE BBHISIBJICHHE HCTOYHUKOB yrpo3 6e3omacuoctu [1/1H, mpuuuH u ycaoBuii,
CIocoOCTBYIOIMX HaHeceHuto yuiepba cyowbektam [1/lH, co3maHue mMexaHW3Ma ONEPaTUBHOTO
pearupoBaHus Ha yrpo3bl 6e3onacHocTy [1/1H 1 HeraTuBHbBIE TEHICHINY;

3.00beKThI 32U THI

3.1.co3nanue ycioBMH AN MUHUMHM3AIMKA W JIOKAJIM3allMd HAHOCUMOro yiepoa
HEIPABOMEPHBIMU JICUCTBUAMU (DU3MUECKUX M IOPUIMYECKHX JIML, OcjabjeHHe HeraTMBHOIO
BIUSHUS W JIMKBUJAUMs  mociencTBuid  Hapymenuss  Oe3omacHoctu  [1/]n.Ilepeuenn
MH(OPMALIMOHHBIX CUCTEM

B OV mpousBoautcst 06paboTKa MepCOHABHBIX JTAHHBIX C MIOMOIIBIO UCITOJIB3YeMbIX B OY
NCTI/n.

[Tepeuens UCIIH ompenensiercss Ha ocHoBaHuM OTyera MO pe3yjbTaTaM BHYTPEHHEH
npoBepku (pa3padarbiBaeTcsi MHAUBHAYaAIbHO U1 OY).

3.2. IlepeuyeHb 00HEKTOB 3aIUTHI

OOmbexramu 3amuThl sABisgeTcss nHpopmaius, oopadarsiBaemas B MCII/IH, u TexHn4eckue
cpencTBa ee 00paboTku U 3amuThl. [lepcoHaIbHBIC JaHHBIC, TTOIJISKAIIUE 3aAIIUTE, ONIPEICIICHBI B
[lepeune nepcoHaANbHBIX JAHHBIX, oAIexkammux 3anmure B UCITIH.

OOBEeKTHI 3alTUTHl BKIIOYAIOT CIEAYIONUE KOMIIOHEHTHI:

1)  OGpabGarbiBaeMas HHOOPMALHSL.

2)  Texuonornyeckas uH(GOPMALHSL.

3)  IIporpaMMHO-TEXHUYECKUE CPENACTBA OOPAOOTKH.

4) Cpenctsa 3amutsl [1/1H.

5)  Kanansl vHGOPMAIMOHHOIO 0OMEHA M TENIEKOMMYHUKALIUH.

6)  OObBEKTHI U MOMEILEHNS, B KOTOPBIX pasMeliensl KoMnoneHTsl MCIT/IH.
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4. Knaccnduxkanus noas3oBareneid UCIIAn

[Tonp3zoBarenem MCII[IH sBisercs JUIO, ydacTByiomlee B (YHKIMOHUPOBAHUU
MH(POPMALIMOHHOM CHUCTEMbI TEPCOHAIBHBIX JAaHHBIX MM HCIOJB3YIOIIEee pEe3ylbTaThl €€
¢dbyakunonupoBanus. B OY nonwszoBarenem UCII/H sBasieTcs moboit cotpyaauk OV, nMeromuii
noctyn k UCII/Ia u ee pecypcaM B COOTBETCTBUU C YCTAHOBJIEHHBIM ITOPSIIKOM, B COOTBETCTBHUH C
ero (yHKIMOHAIBHBIMU O0SI3aHHOCTSIMH.

[Tonb3oBarenu UCII[An B OV gensarcs Ha TpU OCHOBHBIE KATETOPHUU:

1) Anvunnctpatop WCIIIu. Cortpymuuku OV, KOTOpblE 3aHMMAIOTCS HACTPOMKOIA,
BHEJPEHUEM H colpoBoxaeHHeM cucteMbl. Anvuuuctparop MCII[H obnamaer ciemyrommm
YPOBHEM JIOCTYIIA!

- obmamaer monHOW wWHGOPMAIME O CHCTEMHOM U MPHKIAAHOM HPOrpaMMHOM
obecneuenuu UCII/x;

- oOsamaeT mosHOM nHpOpPMaIEl 0 TeXHUYECKUX cpencTBax U kKoHdurypamuu UCI1/IH;

- MMeeT JOCTYI KO BCEM TEXHHYECKHM CpelcTBaM 00paOoTku MH(OpMALMU M JaHHBIM
HUCIIdx;

- o0sagaer npaBaMu KOH(GUIypUpPOBAHUS M aJMUHUCTPATHUBHON HACTPONMKHM TEXHUYECKHX
cpeactB UCII/IH.

2) Iporpammuct-paspaborurk UCII{n. Corpyauuku OV WM CTOPOHHHX OpraHU3alli,
KOTOpbIE 3aHUMAIOTCS pa3paboTKoi mporpaMmHoro obecnedyenus. Pazpadorunk MUCII/IH obnanaer
CJIELYIOIIUM YPOBHEM JIOCTYyIA!

- obmamaer mHpopMammed 00 alropuTMax M MIporpamMmax o0pabOTKHM HH(pOpMaUU Ha
NCIIH;

- 00yagaeT BO3MOXKHOCTSIMH BHECEHHMS OIIMOOK, HEICKIApUPOBAHHBIX BO3MOXKHOCTEH,
MPOrPaMMHBIX 3aKJIaJI0K, BPEIOHOCHBIX MporpamMm B mporpammuoe oOecrnieuenne WMCII[H Ha
CTaJluu ee pa3pabOTKU, BHEAPEHUS U COIIPOBOXKICHUS;

- MOXeT pacnojarath J1o0biMu (pparmeHTamu uHGopManuu o Ttonosorun MCII[AH un
TEXHUUYECKUX cpecTBax 00paboTku u 3amuthl [1/]H, o6pabaTtsiBaembix B UCII/IH.

3) Oneparop WCII[u. Cotpyauuku nonpasaeneHuii OV, y4acTBYIOIIMX B TIPOLECCE
skcryatanuu MUCI . Oneparop UCIT/IH o0nanaeT creayomuM ypoBHEM AOCTYIIA:

- o0nagaer BceMU HEOOXOAMMBIMU aTprOyTaMu (Hampumep, apoJieM), 00ecredrBarOIUMH
JOCTYII K HEKOTOpOMY IOAMHOKeCTBY I1/1H;

- pacnonaraet KOH(QHIEeHIMaIbHBIMU JaHHBIMU, K KOTOPBIM UMEET JOCTYII.

Kareropuu nonbs3oBateneil JOKHBI ObITH onpeneneHsl Ans kaxkaoi UCITIx. lomkHo ObITh
YTOYHEHO pa3felIEHNue COTPYIHUKOB BHYTPH KaTErOpHii, B COOTBETCTBUY C TUIIAMU ITOJIb30BATENEH,
onpezaeneHHbIMU B [TonuTrke nHpOpManoHHON 0€3011aCHOCTH.

Bce BbIBIEHHBIE Tpymmbl TMOJb30BaTenell oTpaxairorcss B Otuere Mo pe3yiapTaTam
BHYTpeHHeN mpoBepkd. Ha ocHoBanmm Otuera ONpeAessaroTCs MpaBa JOCTyNa K 3JIEMEHTaM
UCITIH nns Bcex Tpynil MoJb30BaTeNell M OTpaxkaroTcss B MaTpulie JoCTymna Mojab30BaTeled K
IT/1n.
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5. OcCHOBHbBIE MPUHITUIIBI MOCTPOEHHUS CHCTEMbI KOMILJIEKCHOI 3a1UTHI
HHpOpMAUH

[Toctpoenue cucrembl obOecrneueHuss OezonmacHoctu [IJlu B UCIAr OY u ee
q)YHKI_II/IOHI/IPOBaHI/Ie AOJDKHBI OCYHICCTBIIATHCA B COOTBCTCTBUH CO CJICAYHOIIUMMHU OCHOBHBIMU
MIPUHITUTIAMU

- 3aKOHHOCTb;

- CHCTEMHOCTb;

- KOMIUIEKCHOCTb;

- HEIPEPBIBHOCTE;

- CBOCBPEMEHHOCTB;

- TPEEeMCTBEHHOCTh M HEMPEPHIBHOCTH COBEPIIICHCTBOBAHMS;

- TepcoHaJbHas OTBETCTBEHHOCTD;

- MUHHUMM3AIHUS TOJTHOMOYHH;

- B3aUMOJICHCTBUE U COTPYAHUUYECTBO;

- THOKOCTh CHCTEMBI 3aIlIUTHI;

- OTKPBITOCTh QJITOPUTMOB U MEXaHHU3MOB 3alIUTHI,

- TIPOCTOTa MPUMEHEHHS CPEJICTB 3aIIHTHI;

- HaydHas 000CHOBAaHHOCTh M TEXHHUYECKasl PeaTu3yeMOCTh;

- cHenuanau3anus v npopecCuOHAIN3M;

- 00s3aTeNBbHOCTh KOHTPOJIS.

5.1. 3axonnocrs

[Ipenmonaraer OCyIIECTBICHHE 3aIMTHBIX Mepomnpustuii u paszpaborky C3I[[Jn OV B
COOTBETCTBUHU C JICUCTBYIOIIMM 3aKOHOJATENbCTBOM B oOmactu 3ammthl [I[[H u apyrux
HOPMAaTHUBHBIX  aKTOB MO  0Oe30macHOCTH  HMH(OpPMAIUH,  YTBEPKACHHBIX  OpraHaMH
rOCyJapCTBEHHOU BIACTH M YIIPABJICHUS B MPEAEIaX UX KOMIETEHIUU.

[Tonp3oBarenu u oOcioyxkuBatonuii nepconan II[[Jn B HCII[Ix OY nomkHBl OBITH
OCBEJIOMJICHBI O TIOpAJIKE palbOThl C 3amuiaeMoi wHpopManuen u 00 OTBETCTBEHHOCTH 3a
HapymeHue 3amuTsl 11/1H.

5.2.  CucremHocTb

Cuctemnsiii mnonxon k moctpoenuto C3II[dax OV mpeamonmaraer y4deT Bcex
B3aUMOCBSI3aHHBIX, B3aUMOJICHCTBYIONINX U U3MEHSIONIUXCS BO BPEMEHHU 3JIEMEHTOB, YCIIOBUM U
(bakToOpoB, CYIIECTBEHHO 3HAYMMBIX 7S TMOHMMAHUS M pEUIeHHs TpoOJeMbl oOecTeueHus
oe3onacunoctu [1J1a B UCIT/IH OY.

[Tpu cozmaHum CHCTEMBI 3aIUTHI JOJKHBI YIUTHIBATHCS BCE C1a0ble U HanOomee ysa3BUMbBIC
MecTa cuctembl 00padotku [1/[H, a Takke XapakTep, BO3MOXKHbBIE OOBbEKTHl U HATIPABIECHUS aTaKk
Ha CHCTEMY CO CTOPOHBI  HapymuTened (0COOCHHO  BBICOKOKBATH(HUITUPOBAHHBIX
3JI0YMBIIIUICHHUKOB), TyTH MPOHUKHOBEHUS B pacnpenenennbie cuctembl 1 HCJl x nadopmanuu.
Cuctema 3amuThl JODKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX W3BECTHBIX KaHAJIOB
nporrkHoBeHus 1 HCJI k nHdopMaiyu, HO ¥ ¢ y4€TOM BO3MOXHOCTH TOSIBJICHUS IPUHIIUITHAIIEHO
HOBBIX MyTEH peanu3aiu yrpo3 0e30MacHOCTH.
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5.3. KommiekcHocThb

KoMruiekcHOE MCTIOBb30BaHNE METOJIOB M CPEACTB 3alUTHI MPEAIoaraeT CorjiaCoBaHHOE
MPUMEHEHHUE PAa3HOPOJHBIX CPEJICTB TIPH IOCTPOCHHHM IEJOCTHOM CHCTEMBbI 3alllUTHI,
MEepPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE (3HAUMMBIC) KaHAJIbI peaju3allii yIpo3 U He cojaeprKaiieit
CJIaOBIX MECT Ha CTBhIKaX OTIENbHBIX €€ KOMIIOHEHTOB.

3amuTa JOKHA CTPOUTRCS AIISTOHUPOBAHO. )i KaX10T0 KaHajla yreukyd nHdopMmanuu u
JUTSE KQXJI0M yrpo3bl 0€30MacHOCTH JIOJKHO CYIIECTBOBATh HECKOJIBKO 3alllUTHBIX PYOCKEH.
Co3maHue 3aluTHBIX PyOekel OCYIIECTBISETCS ¢ YYETOM TOTO, YTOOBI /I UX IPEOOJICHHS
MOTEHIIMAITFHOMY 3JIOYMBIIIIEHHUKY TPEeOOBAIHCH MPOQPECCHOHAIBHBIC HABBIKM B HECKOJIBKUX
HEB3aMMOCBI3aHHBIX 0071aCTIX.

BuemHsis  3amurTa  JOJDKHA — o0ecmeyuBaThbes  (PU3MYECKMMH  CPEACTBAMH,  Op-
TaHU3AIMOHHBIMH U TIPaBOBEIMH Mepamu. OJHUM U3 HauboJiee YKPETUICHHBIX pyOeKel mpru3BaHbl
OBITH CpeACTBa KPUNTOrpapUuecKoil 3alluThl, peaTH30BAHHBIC C MCIOIH30BAHUEM TEXHOJIOTHH
VPN. IlpuknagHoil ypoBEeHb 3alllMTHI, YYWUTHIBAIOMIMK OCOOEHHOCTH MPEAMETHON 00JacTH,
MIPEICTABIISIET BHYTPEHHUM PyOekK 3alllUTHI.

5.4. HenpepbiBHOCTD 3amuThI I1/IH

3amura [IJ[H - He pa3oBoe MEpONpPUATHE W HE TPOCTas COBOKYIHOCTH IMPOBEIECHHBIX
MEPOTIPUSTHI U YCTAHOBJIEHHBIX CPE/ICTB 3aIlMThI, 2 HEMTPEPHIBHBIN IeJICHATIPABICHHBIN MTPOLIECC,
MPEANOIAraroIi MPUHATHE COOTBETCTBYIOIIMX MEp Ha Bcex ATanax xku3HeHHoro mukia UCIIx.

NCIT[H 10KHBI HAXOAUTHCS B 3aLIMIIEHHOM COCTOSIHUU Ha MPOTSKEHUU BCEro BPEMEHU
uX (YHKIIMOHUPOBAaHUA. B COOTBETCTBUM C 3TUM MPHUHIIUIIOM JOJHKHBI IPUHUMATHCS MEPHI 1O
HenonyuieHuto nepexonaa UCII/IH B HE3aUIIEHHOE COCTOSTHUE.

bonbminHCTBY (U3MYECKMX W TEXHUYECKUX CPEICTB 3amuThl Uit 3()(eKTUBHOTO
BBITIOJIHEHHST CBOMX (YHKIMI HEOO0XOJuMa TOCTOSHHAs TEXHUYECKas W OpraHU3aI[MOHHAs
(amMHUHHUCTpAaTUBHAS ) TOJAEPKKa (CBOEBPEMEHHAsI CMEHA U 00eCTICUeHHE MPABWIIBHOTO XPAHEHHS
Y TMPUMEHEHMs] UMEH, TMapoJiel, KiroUuel mudpoBaHus, nepeonpeiesiceHue MoTHOMOYUN U T.11.).
[lepeppiBBl B paboTe€ CPEACTB 3alIUTHI MOTYT OBITh HCIIOJIB30BAHBI 3JIOYMBIIUICHHUKAMH IS
aHaJIM3a IPUMEHSEMbIX METOJIOB U CPEICTB 3aIlIUTHI, /ISl BHEAPEHUS CIIEUATbHBIX MPOTrPAMMHBIX
W anmapatHbIX "3aKknanok" W JApYrMX CPEACTB MPEOAOJEHUS CHUCTEMBI 3alllUThl IOCIE
BOCCTaHOBJICHHUS €€ () yHKIIMOHUPOBAHHUSI.

5.5.  CsoeBpemennoctn

[Tpeamonaraer ynmpexaawooummili xapakrep mMep obecrneuenus: 6ezonacHoctu I1J{H, To ecTh
NOCTaHOBKY 3ahay 1o komrmuiekcHoW 3ammre MCII[H u peanuzauuio Mep obecrieueHHs
6e3onacHoctu I1JIH Ha panHux cragusx paspabdotku MCII/IH B 1e10M U ee CUCTEMbI 3alHUThI
uH(OpPMAaIIUU B YaCTHOCTH.

Pa3paboTka cucTembl 3aIIMThI JOJKHA BECTUCH MAapajlIebHO C pa3pabOTKOM U pa3BUTHEM
caMOW 3alUIIaeMoil cHucTeMBbl. ITO TMO3BOJUT Yy4YecTh TpeOOoBaHHA OE30MACHOCTH IpH
MPOEKTUPOBAHUM ApXUTEKTYPbl U, B KOHEYHOM cyeTe, co3jaTh Oojiee 3¢ (deKkTuBHbIE (KaK IO
3aTpaTaM PecypcoB, TaK U MO CTOMKOCTH) 3aIIMILIEHHbIE CUCTEMBI.

5.6. IIpeeMCTBEHHOCTH ¥ COBEPLICHCTBOBAHUE

[IpenmonaratoT MOCTOSSHHOE COBEPIICHCTBOBAHUE MEP U CPEACTB 3aUTH HH(pOpMaUK HA
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OCHOBE IIPEEMCTBEHHOCTH OPraHM3alMOHHBIX M TEXHUYECKHUX DEIIEHHUH, KaJpOBOIO COCTABa,
ananmu3a ¢pyakuuonuposanus MCII/IH 1 ee crucTeMBbl 3alIUTHI C YU€TOM M3MEHEHHUH B METOaxX U
CpeAcTBax mepexBaTa HH(OpMAIMK, HOPMATHBHBIX TpPEOOBAaHUI IO 3aIUTE, JOCTUTHYTOTO
OTEYECTBEHHOT'0 U 3apy0eXHOI0 OIBITAa B 3TOH 00J1acTH.

5.7. IlepcoHajibHAs OTBETCTBEHHOCTH

[Ipenmonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a obOecmeuenue Oe3omacHocTu [IIH ©
CUCTEMBI KX 00pPabOTKHU Ha KaXI0T0 COTPYAHHKA B MPe/IeNiaxX ero MmoTHOMOYHiA. B cooTBeTCTBHM C
STUM TPUHITUTIOM pacrpe/iesieHrue PpaB 1 00s3aHHOCTEH COTPYIHUKOB CTPOUTCS TAKHM 00paszoM,
4qT0OBI B CiIydae JI000ro HapymeHHs KPYr BHHOBHUKOB OBLI YETKO M3BECTCH WU CBEICH K
MUHUMYMY.

5.8. TIpMHIKN MUHAMHU3AIMH T0OJTHOMOYHMIi

O3HauaeT 1peaocTaBIeHUe M0JIb30BaTeNIM MUHUMAIBHBIX PaB J0CTYIA B COOTBETCTBUH C
NIPOU3BOJICTBEHHOH HEOOXOAMMOCTBIO, HA OCHOBE IPHHIMIA «BCE, YTO HE pa3pelicHo,
3aIPEIEHON.

Hoctyn k I1JIH mOmKeH HpefocTaBiAThCS TONLKO B TOM Clydae M oObeMe, ecld 3TO
HEOOXOMMO COTPYHMKY JJIsl BHIIOIHEHHUS €r0 J0JKHOCTHBIX 00S3aHHOCTEH.

5.9. B3aumoseiicTBHE H COTPYIHHUYECTBO

I[IpenmonaraeT co3JaHHe ONAronmpHATHON aTrMocdepbl B KOMIEKTHBAX MOApA3IelNeHHMi,
obecreunBaromux  (pynkimuonuposanue MCIIJln  OY, [0  CHMKEHMS  BEPOSATHOCTH
BO3HUKHOBCHUA HCTAaTHUBHBIX HeﬁCTBHﬁ CBA3AHHBIX C YCIIOBCUCCKHUM (baKTOpOM.

B Takoii 06cTaHOBKE COTPYIHUKH JOKHBI OCO3HAHHO COOMIOIATh YCTAHOBJIEHHBIE ITPABUIIA
U OKa3bIBaTh COJCHCTBHE B JIEATEIBHOCTH IOAPA3ICIICHUI 3aIUTH HH(POPMAIIHH.

5.10. TI'moxocrb cucrembl 3amuThl IIn

[IpuHATEIE MephI U YCTAHOBJIEHHBIE CPE/ICTBA 3AIIUTHI, 0OCOOEHHO B HAYAILHBINA MEPUOJ UX
SKCIUTyaTal[ul, MOTYT 00€CIeYnBaTh Kak Ype3MEpPHBIii, TAK U HEJOCTATOYHBINH YPOBEHb 3aIUTHL
Jlns obecreyenns BO3MOMKHOCTH BapbMPOBAHUS YPOBHEM 3alllUIIEHHOCTH, CPEICTBA 3aIUTHI
JIOJKHBI 00J1a/1aTh ONpPEIEIeHHON THOKOCTBI0. OCOOEHHO BaKHBIM 3TO CBOMCTBO SBISETCS B TEX
Cilydasx, KOr/Ja yCTaHOBKY CPEJICTB 3allUThl HEOOXOMMO OCYILECTBIIATH Ha PabOTAIOIIYIO CHCTe-
My, HE HapyIas npolecca ee HOpMaIbHOro (QYHKIIMOHMPOBAHHS.

5.11. OTKpBITOCTH AITOPATMOB H MEXAHH3MOB 3L THI

CyTh TIPUHIMINA OTKPHITOCTH AITOPUTMOB M MEXAHH3MOB 3alllMTHl COCTOMT B TOM, YTO
3aIIUTa He JOJDKHA 00eCIeuMBATLCSA TOJBKO 3a CUET CEKPETHOCTH CTPYKTYPHOI OpraHM3alid 1
QJITOPUTMOB ()YHKIIMOHHPOBAHHS €€ MOJACUCTEM. 3HaHUE aJIrOPUTMOB PAOOTHI CHCTEMBI 3allIUTHI
He JI0JDKHO JIaBaTh BO3MOKHOCTH €€ MPEeoI0JIeHns (1axke aBTopaM). OIHAKO, 5TO HE 03HAYAET, UTO
MH(OPMAIHS 0 KOHKPETHOM CHCTEME 3aIUThI JOJKHA OBITH OOIIE0CTYIHA.

5.12. TIpocrora npuMeHeHHs CPEACTB 3AMUTHI
MeXaHU3MBI 3aIMThl JTOJDKHEI OBITh MHTYMTHBHO MOHSATHEI U MPOCTHI B UCIHOIb30BAHHH.
[IpuMeHeHHEe CPECTB 3alUThI HE TOJKHO OBITh CBA3aHO CO 3HAHMEM CIIEIHAIBHBIX S3BIKOB WU C
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BBITIOJITHCHHEM JIEHCTBUM, TPEeOYIONUX 3HAYUTEIbHBIX JOMOJHUTEIBHBIX TPYyJA03aTpar IpHU
00BIYHOI paboTe 3aperuCTPUPOBAHHBIX YCTAHOBIECHHBIM MOPSIKOM TOJB30BATENICH, a TAKKe HE
JOJKHO TpeOOBaTh OT TOJIB30BATEINS BBHIMOTHCHHUS PYTHHHBIX MAJOMOHITHBIX €My OIeparuit
(BBOJ HECKOJIBKUX MApOJIeil U UMEH U T.11.).

JlomkHa JOCTUTaThCsl aBTOMATH3allUsl MAaKCUMaJILHOTO 4Yucia JEUCTBUN MOJIb30BaTENICH U
agmuauctpatopo UCITIH.

5.13. Hayunas 060CHOBAHHOCTH M TEXHHYECKAs] PeAJTH3yeMOCTh

WudopManinoHHbIE TEXHOJIOTHUH, TEXHUYECKHUE U MPOTPAMMHBIE CPEICTBA, CPEIICTBA I MEPHI
3amuThl HHGOPMAIIUU JTOJDKHBI OBITH pealrn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAYKHU U
TEXHHKH, HAy4YHO OOOCHOBaHBI C TOYKH 3PCHUS JOCTHKEHHS 3aJIaHHOTO YPOBHS OC30MacCHOCTH
uH(GOpPMAllMM M JOJDKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM M TPeOOBaHUSAM 10
oesomacuoctu I1/1H.

C3I1/In nomkHa OBITH OPHMEHTHPOBAHA HA PEIICHHS, BO3MOXXHBIC PUCKH JUISI KOTOPBIX U
MEpBI IPOTHBOJICHCTBHUS 3TUM PUCKAM MPOIUTH BCECTOPOHHIOIO TEOPETHUSCKYIO M MPAKTUICCKYIO
MIPOBEPKY.

5.14. Cnenuannzaunus u npodeccHoHATNIM

[Ipeanonaraer mnpuBieyeHHUE K pa3pabOTKE CPEACTB U pealu3allid MeEp 3alluThl
nH(pOpMaIMK CIIENUATIM3UPOBAHHBIX OpraHU3alnii, HanboJIee MOATOTOBICHHBIX K KOHKPETHOMY
BUJTY JISATEIIBHOCTH IO oOecreueHuto 6e3onacHocTy [1/1H, IMEIOIIMX OIBIT IPAKTHIECKON pabOThI
U TOCYJAapCTBEHHYIO JIMIICH3WIO Ha MPaBO OKAa3aHUsA YCIYr B 3TOM oOnactm. Peanmsamms
aMUHUCTPATUBHBIX MEp U OJKCIUlyaTallusi CpPEACTB 3allUThl JIOJDKHA OCYILIECTBIATHCS
po¢)eCCHOHAIBHO TTOATOTOBJICHHBIMH criennainuctamu OV,

5.15. Oés3arenbHOCTH KOHTPOIS

[Ipeamnonaraer 00sA3aTENILHOCT, M CBOCBPEMEHHOCTD BBISBICHUS M MPECEYCHUS TMOIBITOK
HapYIICHHUS YCTaHOBIICHHBIX NIpaBmI odecnieueHust Oe3omacHocTH [1/IH Ha OCHOBE MCIIOJIb3YEMbIX
CHCTEM M CPEJICTB 3alMThl HH(GOPMAIIMHU TPU COBEPIICHCTBOBAHUN KPUTEPUEB H METOJIOB OLICHKU
3¢ (HEKTUBHOCTH ITUX CHCTEM U CPECTB.

KoHTponb 3a JEATENbHOCTBIO JIIOOOTO MOJBh30BATENS, KAKIOTO CPEACTBA 3allUThl U B
OTHONICHHUHU JTFO0OT0 00BEKTA 3aIIUTHI JIOJDKEH OCYIIECTBISTHCS HA OCHOBE IPHUMEHEHHUS CPEJICTB
OIEePaTHBHOTO KOHTPOJIS U PETHCTPAIIMH M TOJUKEH OXBATHIBATh KaK HECAHKIIMOHMPOBAHHBIE, TAK
U CaHKIIMOHUPOBAHHbBIE ICHCTBHS MOJH30BATEIICH.

6. Mepsbl, MeTOABI U CPeICTBA 00ecTeYeHUsl TPedyeMOoro yPOBHS 3alHIIIEHHOCTH

Obecneuenne TpeOyeMOro ypoBHs 3aIIUIIEHHOCTH JJOJDKHO IOCTUTAThCS C UCIIOIb30BaHUEM
Mep, METOJOB W cpeacTB Oe3zomacHOCTH. Bce Mepwnr obecneuenuss OezomacHoctu WCIIIH
MIOJIPA3IENISAIOTCS Ha:

- 3aKOHOJAaTeJbHbIE (IPAaBOBLIE);

- MOpPaJbHO-3TUYECKHE;

- OpraHM3alOHHbIE (aAMUHUCTPATUBHbIE);

- (¢usnueckue;
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- TEeXHWYECKHE (arnmapaTHbIC U MPOTPAMMHEIE).
[Tepeuens BRIOpaHHBIX Mep oOecrieueHust 0€30MacHOCTH oTpakaeTcs B [Limane meponpusaTuii
10 OGGCHG“IGHHIO 3aIlIUTHI ICPCOHAJIBHBIX JTaHHBIX.

6.1. 3axonomarenbHble (IPABOBbIE) MePbI 3ALIMThI

K 1paBoBbIM MepaM 3allUThl OTHOCATCA AEHCTBYIOIIME B CTPaHE 3aKOHBI, yKas3bl H
HOPMATUBHBIE aKThl, PerIaMeHTHpYIOIIIe IpaBuna obpamenus ¢ I1][H, 3akpensomue npasa 1
00S3aHHOCTH YYaCTHUKOB HH()OPMAIIMOHHBIX OTHOILICHHWH B Tporecce ce 00paboTKu U
HCIIOJIb30BaHHUA, a4 TAKIKC YCTAHABJIMBANOMIMEC OTBCTCTBCHHOCTL 3a HAPYUICHHUA JOTUX IIPABUII,
IPEMATCTBYS TEM CaMbiM  HCMPAaBOMEPHOMY  HCIOJb30BaHuiO I[IJIH ©  sBISIOIIHECS
CIEPXKMBAOIIAM (PaKTOPOM JIJIsl TOTEHIIHATBHBIX HAPYIIUTEIICH.

IIpaBoBble MEpPBI 3AIIUTHI HOCAT B OCHOBHOM YIIPEKIAIONIUIA, ITPOQUIaKTHIECKHIT XapakTep
U TpeOYIOT IOCTOSHHOM pa3bACHUTENbHOM pPabOTHl C MOJB30BATEIAMH U OOCIYKHBAIOIIUM
TIEPCOHAIOM CHCTEMEL.

6.2. MopaiabHO-3THYEeCKHE MepPbl 3aLIHThI

K MopanbHO-3THUECKUM MepaM OTHOCATCS HOPMbI TOBEACHHUS, KOTOpPbIE TPaIULMIOHHO
CJIOKWJIMCh WIN CKJIQJIBIBAIOTCS 10 Mepe pacnpocTtpaHeHus OBM B crpane wium obuiectse. ITH
HOpPMBI OOJIbLIIEH YacThl0 HE SBISIOTCA 00s3aTeNbHBIMM, KAaK 3aKOHO/ATENILHO YTBEP)KICHHbIE
HOPMAaTUBHBIE aKThI, OJTHAKO, UX HECOOIIOICHHE BEIET OOBIYHO K MaJICHUIO aBTOPUTETA, IIPECTHIKA
YeJI0BeKa, TPYIIIBI JIUI] WIIM OpraHu3aud. MopaibHO-3THYECKHE HOPMBI OBIBAIOT KaK HETMCAHBIE
(HampuMep, oOLIeTpU3HAHHBIE HOPMBI YECTHOCTH, TATPHOTH3MA U T.IL.), TAK U MUCAHBIE, TO €CTh
0(OpMIIEHHbIE B HEKOTOPBIN CBOJ (YCTaB) MpaBUJl UM NMPEANUCAHUN.

MopanbHO-3TUYECKHE MEpbl 3alUThl SABJSAIOTCS MNPOPUIAKTUYECKUMU U TPeOYIOT
IOCTOSIHHOM paboThl MO CO3JaHMI0 370POBOTO MOPAJIBHOIO KJIMMara B KOJUIEKTHBAX
noapasjienieHuil. MopajbHO-3THUECKHE MEphl 3allMThl CHUXKAIOT BEPOATHOCTH BO3HHUKHOBEHUS
HETraTUBHBIX JIEMCTBUH, CBA3aHHBIX C YEJIOBEYECKUM (DAKTOPOM.

6.3. Opranu3annoHHbie (AIMUHUCTPATHBHBbIE) MEPbI 3alIUTHI

OpranuzanvoHHble (aIMUHUCTPATUBHBIE) MEPHI 3aIUTHI - 3TO MEPHl OPraHU3AIOHHOTO
XapakTepa, periaMmeHtupyromue mnpouecchl ¢yHkiuonupoBanus HWCII/IH, ucnons3oBaHue
pecypcoB MCIIJIH, nesATenbHOCTE OOCIY)XKHMBAIOUIETO IEPCOHANa, a TakXke IOPSJIOK
B3auMojeiicTBusi nonb3oBateneir ¢ MCII[In Ttakum oOpa3zom, uyToOBl B HAMOOJBIIEH CTENIECHU
3aTPyIHUTH WU UCKIIFOUUTh BO3MOXHOCTb pealn3alii yrpo3 0€30MacHOCTH UM CHU3UTH pa3Mep
IIOTEPH B CIIy4ae UX PeAIU3aLUU.

['maBHas uenb aIMUHUCTPATUBHBIX MEp, MPEANPUHUMAEMBIX HA BBICIIEM YIIPABICHUYECKOM
ypoBHE - cdopmupoBath [lonmutuky uHbopMmanmonHoit Oe3omacHocTu [IJIH (oTpakaromryro
MOAXOJBl K 3amuTe WHPOpMAIMU) U OOECHEUUTh €€ BBHINIOJHEHHE, BBIIEISIS HEOOXOJUMBIE
peCypChl U KOHTPOIUPYS COCTOSHUE JIEIL.

Peanuzanus [onutuku nadopmanuonnoi 6e3onacuoctu I1In 8 UCII[IH cocTout u3 mep
aIMUHUACTPATUBHOTO YPOBHSI M OPTAaHU3AIIMOHHBIX (TIPOIEYPHBIX) MEp 3aIIUTH HHGOPMAITHH.

K aaMUHUCTpaTMBHOMY YPOBHIO OTHOCSTCS PEIIEHUS PYKOBOJCTBA, 3aTparvuBarollINe
nestensHocTh MCIT/IH B mienmoM. Otu pemenus 3akperuisitores B [lomuTtuke mHbOpMaImoHHON
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6e3omacHoCcTH. [IpuMepom Takux pemeHuid MOTyT OBITh:

- NPHUHATUE peHIeHus O (POPMUPOBAHUM WM IEPECMOTPE KOMILJIEKCHOM MPOTrpaMMBI
obecnieuenus 6e3onacHocTu [1/1H, onpeeneHne OTBETCTBEHHBIX 32 €€ Pean3altio;

- (opMynupoBaHHE LIEJICH, TOCTAHOBKA 33]1a4, ONPEeACICHUE HAIIPABICHHA 1€ TEIbHOCTH
B obutactu 6e3omnacuoctu [1/1H;

- TNPHUHATHE PEIICHUI M0 BOMpPOCaM peau3alliyl MPOrpaMMbl 0€30MaCHOCTH, KOTOpPHIE
paccMmartpuBaroTcs Ha yposHe OV B 11e510M;

- obecrieueHre HOPMATUBHOM (TIPaBOBOI) Oa3bl BOIPOCOB OE30MaCHOCTH U T.1I.

[TonuTuka BEpXHETO YPOBHS JIOJKHA YETKO OYEPTUTH cepy BIUSHHUSI U OrPAaHUUYCHUS TPU
ompezneneHun 1enei o6esomacHoctu [IJ[H, ompenenuth KakuMu pecypcaMu (MaTepUallbHBIE,
NepcoHasl) OHU OyIyT AOCTUTHYTHl M HAWTH pa3yMHBIA KOMIIPOMHCC MEXIY MPHEMIIEMbIM
ypoBHeM Oe3omacHocTd U pyHKIroHambHOCTHI0 MCIT/IH.

Ha opranuzaiinoHHOM ypOBHE ONpEAEIAIOTCS NPOLEAYPhl U NpaBUia JOCTHKEHUS LeJed U
pemenus 3anau [lomutuku napopmanronnoi 6ezomacHocty [1/[H. DTH mpaBmia onpeaensor:

- KakoBa 00J1acTh MPUMEHEHHS NOJUTUKH Oe3omacHoctu [1/]H;

- KakoBbl POJM U OOS3aHHOCTU JOJDKHOCTHBIX JIMI[, OTBEYAIOLIUE 3a IPOBEICHUE
noauTuku 6e3onacHoctu [1/1H, a Takke UX yCTaHOBUTH OTBETCTBEHHOCTB;

- KTO uMmeeT npasa pocryna k 11/11;

- KakuMH Mepamu M cpeicTBaMu odecrieunBaeTcs 3ammura [1/1x;

- KakuMuU MepaMH U CpEACTBAMHU OOECIEUMBAETCS KOHTPOJIb 3a COONIOJCHUEM
BBEJICHHOT'O peXXUMa O€30I1aCHOCTH.

Opranu3alOHHbIE MEPBI JOJKHBI:

- TOperycMaTpuBaTh  pErJIaMEeHT WH(GOPMAIMOHHBIX  OTHOLICHHM, HCKIIOYAIOIIUX
BO3MO>XHOCTh HECAHKIIHOHUPOBAHHBIX JCHCTBHI B OTHOIICHHH OObEKTOB 3alUTHI;

- OIpelNeisATh KOATUIMOHHBIE U UEPAPXMUYECKUE MPUHLUIBI U METOABI Pa3TpPaHUYCHHUS
nocryna k [11x;

- OmpeAeniATh MOPAAOK pPabOThl € MPOTrPaMMHO-MATEMAaTHUYECKUMH M TEXHUYECKHMU
(ammapaTHBIMU) CPEACTBAMHU 3AIUTHI U KPUITOZALIUTHI U APYTUX 3AIIUTHBIX MEXaHU3MOB;

- opranuzoBaTh Mepel mnpotuBozeiicTBus HCJ| monp3oBaTensiMu  Ha  JTamax
ayTeHTU(UKALUY, aBTOPU3ALUH, UICHTU(PHUKAIIMHN, 00ECIICUNBAIOIINX FApaHTUH pealn3aliy Ipas
Y OTBETCTBEHHOCTH CyOBEKTOB MH(POPMAIIMOHHBIX OTHOIICHUH.

OpraHuzalvoHHbIE MEPBI IOJIKHBI COCTOSITh U3:

- Ilopsaka pomycka COTPYOHHMKOB K ucmosb3oBaHuio pecypco HCII[n OV
(PazpemmrenbHas cuctema gocryna k [1/1x);

- Wucrpykuuit nons3oBareneit UCIIJIH (agmunuctpatopa MCIIH, axMuHHMCcTpaTOpa
6e3omacHocTH, oneparopa MCII/InH);

- MHcTpykuuu nonp3oBaTesns IpU BOSHUKHOBEHNU BHEIITATHBIX CUTYaLUil.

6.4. du3nvecKkne Mepbl 3a1HUTHI

®dusnyeckue Mephbl 3alMTHl OCHOBAaHBI HAa TMPUMEHEHWH Pa3HOTO POJia MEXaHHMYECKHX,
ANEKTPO- WM  DIIEKTPOHHO-MEXAHMYECKUX  YCTPOMCTB UM  COOPYKEHHH, CIEeUUaIbHO
MpelHa3HAYeHHBIX U1 CO3JaHusl (U3MYECKUX TMPEMSITCTBHA Ha BO3MOXKHBIX — IYTAX
MPOHUKHOBEHUS W JOCTyNa MOTEHLIHMAIbHBIX HapylIIUTENed K KOMIIOHEHTaM CHUCTEMBlI M
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3alUIIaeMoil UHpOpMaIMK, a TaK)Ke TEXHUYECKUX CPEICTB BU3YalbHOIO HAOMIOIEHUS, CBSI3U U
OXPAaHHOM CUTHAIU3ALUU.

duznyeckas 3amuTa 31aHui, TOMEIEHUH, 00BEKTOB U CPEICTB HHPOPMATU3ALIMN TOJIKHA
OCYILECTBIIATHCS IYTEM YCTAHOBJIEHUSI COOTBETCTBYIOLIMX IIOCTOB OXPAaHbl, C ITOMOUIBIO
TEXHUYECKUX CPEJCTB OXPAHBI WM JTIOOBIMU APYTUMHU CHOCOOAMHU, TPEIOTBPALIAIOIIMME HITU
CYILIECTBEHHO 3aTPYIHSIOIMIMMH IPOHUKHOBEHHWE B 3JaHUE, NOMEIICHUS NOCTOPOHHUX JIULL,
XUIIeHHe MH(POPMAIIMOHHBIX HOCHUTEJNEH, caMHX CpeICTB MH(pOpMaTH3alUHU, HUCKIIOYAIOUMMU
HAXO0XJ/ICHWE BHYTPU KOHTPOJIUPYEMOi (0OXpaHsIeMOi) 30Hbl TEXHUYECKUX CPEJICTB Pa3BEAKH.

6.5.  Annaparro-nporpammubie cpeacTsa 3amuthl I11n

TexHuueckue (ammapaTHO-IPOrpaMMHBIE) MEpbl 3alUThl OCHOBAHbI HAa HCIOJIb30BAaHUU
Pa3IMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CHEIUANBHBIX Mporpamm, Bxoaaumx B cocraB UCII/In u
BBIMOJHSIONINX (CAMOCTOSITENILHO UM B KOMIUIEKCE C APYTUMHU CPEICTBAMHU) (PYHKIIMH 3aIIUTHI
(uneHTUGUKALNIO U ayTeHTH(PHUKAIUIO TOJb30BaTeNiel, pasrpaHUyYeHHe JOCTyma K pecypcam,
PETUCTPAINIO COOBITHI, KpUNITOTpadhUIECKOe 3aKphITHE HHPOPMALIUH U T.1I.).

C yuyeToM Bcex TpeOOBaHMI 1 MPUHIUIIOB obecrieueHus Oe3omacuocTy [11n B UCIT/IH 1o
BCEM HAIPABJICHUSIM 3aLUThl B COCTaB CUCTEMBI 3aLIUTHI IOJKHBI ObITh BKJIIOUEHBI CIEIYIOIIHE
CpeaCTBa:

- cpenctBa wuaeHTU(UKanMKU (OMO3HABAHUS) W ayTeHTH(PUKAUUU (IIOATBEPKIACHUS
noyIMHHOCTH ) ToJib3oBatenei MCIT/Ix;

- CpeAcTBa pa3rpaHUYEHHUs JOCTYIA 3aperUCTPUPOBAHHBIX MOJb30BATENEH CHUCTEMBI K
pecypcam UCITIH OY;

- cpeacTBa oOecreyeHus] ¥ KOHTPOJIS HEIOCTHOCTH MPOrPaMMHBIX U MH(GOPMAIIMOHHBIX
pPECYpCOB;

- CpeICTBa ONEPaTMBHOTO KOHTPOJIS U PETUCTPALlUK COOBITHI 0€30IacHOCTH;

- kpunrorpadudeckue cpeactna 3amuThl [1/1H.

VYcnenHoe npUMeHeHne TEXHUYECKUX CPEACTB 3aIIUThl HA OCHOBAaHUU MIPUHIUIIOB (pa3ien
5) nmnpeamonaraeT, 4YTO BBINOJHEHHWE TEPEUYMCICHHBIX HUXKE TpeOoBaHUN oOecreyeHo
OpPTaHW3aI[MOHHBIME  (3AMHUHHCTPATHBHBIMHA) MEpaMH H  HCIOJIB3YeMbIMH  (DU3NICCKUMU
CPEJICTBAaMU 3aIUTHI:

- obecrieuena puznyeckas 11e10cTHOCTh Bcex komnoneHT MCII/Ix;

- Kaxabli coTpynHuk (mombp3zoBatens WCII/H) wnm rpymnma mnosib3oBaTeneldl MMeEeT
VHUKQIBHOE CHCTEMHOE HWMS W MHHHMAJTbHO HEOOXOIWMBIC JUISI BBIIOJIHEHHS WM CBOHX
(GyHKIIMOHATBHBIX 0053aHHOCTEH MOIHOMOYHS 10 JOCTYITY K pecypcaM CUCTEMBIL;

- B UCI O OVY paszpaboTka W OTIajJKa MPOrpaMM OCYIIECTBISIETCS 3a MpeeinaMu
UCIIIH, Ha UCHIBITATEIBHBIX CTCH/IAX

- BCe W3MEHEHHUs KOHPUTypaluh TEeXHUYeCKuX U mporpammubix cpeacts WCIIIx
MIPOU3BOJISATCS CTPOTO YCTAHOBJICHHBIM MOPSAKOM (PETUCTPUPYIOTCS U KOHTPOIUPYIOTCS) TOIBKO
Ha OCHOBaHHUHM pacropsikeHui pykoBojactea OV

- cereBoe 000pyJoBaHHE (KOHUEHTPATOpPbl, KOMMYTAaTOpbl W T.[.) pacrojiaraercs B
MecTax, HEeIOCTYITHBIX ISl IOCTOPOHHUX (CIEIHaIbHBIX TOMEIICHUSX, MKadax, u T.I1.).

= crienuaJIuCraMu oy OCYHICCTBJIACTCA HCIPCPBIBHOC YIIPABJIICHUC U aAMUHUCTPATUBHAA
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NOJ/IepPKKa (DYHKIIMOHHPOBAHUS CPE/ICTB 3AIIUTHI.

7. Kontpous 3¢ppextuBHocTu cucremsl 3amutbl UCILIn OY

Kontpoinb s3¢gdexruBnoctrn C3I1/[H moipKeH OCymiecTBIsIeTCs Ha MEPUOIUIECKON OCHOBE.
Llenpto KOHTpPONS A(PPEKTUBHOCTH SBISETCS CBOCBPEMEHHOE BBISBICHHE HEHAIISKAIINX
pexxumoB pabotel C3II/IH (OTKIIOUEHHE CpPEACTB 3aIMTHI, HAPYLIEHWE PEXKHUMOB 3aIUTHI,
HECaHKLMOHMPOBAaHHOE W3MEHEHUE pPEXMMa 3allUThl U T.I.), IPOTHO3MPOBAHME aTaK M
NPEBEHTHBHOE pearnpoBaHKe Ha HOBBIE Yrpo3bl 6e3omacHocTu [1/1H.

KoHTposlb MOXET TpOBOAMTHCA Kak aaMuHucTpaTopamu Oe3zomacHoctd MCII/IH
(omepaTuBHBI KOHTpOJIb B Tporecce mHpopmarmonHoro B3ammognerictBusi B MCIIJIH), Tak u
MIPUBJIEKAEMBIMU JUISI 3TOM LEIM KOMIIETEHTHBIMU OpraHU3ALMSAMHU, UMEIOIIMMH JMLIEH3UI0 Ha
3TOT BUJ JiesaTenbHOCTH, a Takke DCTIOK Poccuu u ®Ch Poccuu B peenax ux KOMIETEHIIUH.

KOHTpob MOMET OCYIIECTBIATHCA aJIMUHUCTPATOPOM OE30MACHOCTH KaK C IOMOIIBIO
MITaTHBIX CPEICTB CHUCTEMBbl 3amuThl [1/IH, Tak ¥ C MOMONIBIO CIENHAIBHBIX MPOrPAMMHBIX
CPEJCTB KOHTPOJIS.

Onenka 3¢ dexTuBHOCTH Mep 3amuThl [1/[H MPOBOIUTCS ¢ UCTIOIB30BaHIUEM TEXHUYECKUX U
IIPOrPaMMHBIX CPEJICTB KOHTPOJIS HAa IPEIAMET COOTBETCTBUSI YCTAHOBIECHHBIM TPEOOBaAHUIM.

8. Cepnbl oTBeTcTBEHHOCTH 32 Oe3onacHocTh [1/1H

OTBeTcTBEHHBIM 3a pa3pabOTKy Mep M KOHTpPOJIb Haj oOecrieyeHHEeM O0€30IacHOCTH
NEPCOHANBHBIX JAaHHBIX SBISETCA aJAMUHUCTPATOp MHGPOPMALMOHHOM Oe3omacHoCTH (nanee -
AUDB), naznayaemplit npukazom aupextopa OVY.

Cdepa otBerctBeHHOCTH AlbB BKIIIOUaeT cledyrolue HampaBieHUs oOecreyeHus
6e3onacuoctu [1]/1H:

- IlmanupoBaHue u peanuszaius Mep o odecnedeHuto 6ezonacuoctu [1/1H.

- Anamms yrpo3 6e3omnacHoctu [1/]H.

- Pa3palOoTky, BHeOpeHHME, KOHTPOJb WCIOJIHEHHS U TMOJAJIEpP)KaHUE B AaKTyaJbHOM
COCTOSTHUM TOJMUTHUK, PYKOBOJICTB, KOHLIEIUH, MPOLIETYp, PErJIaMEHTOB, NHCTPYKIIUNA U APYTUX
OpraHU3aIl[MOHHBIX JOKYMEHTOB 10 00ECIIeUeHUI0 OE30MacCHOCTH.

- Konrpons 3aummennoctu UT-ungppactpykrypst OY ot yrpo3 Ub myrem.

- OOyuenue u nnpopmuponanue noas3onareneit UCIIJIn o nmopsake padotsl ¢ I1JIH u
CPEICTBaMU 3aIIUTHI.

- IlpenorBpamieHue, BBIBIECHUE, pPEArMpOBaHWE M  pacClI€lOBaHWE HapyLICHHUU
oe3onacHocTH I1]1H.

- He pexe omHoro pa3za B KBapTad (a HpU HAIMYUKM HEOOXOAMMOCTH M 4Yalle)
uHpopMupoBaHue pykoBojacTBa OY o cocTossHUN MHPOPMALMOHHON 6€30MacHOCTH.

ITpu B3anMoaeHCcTBUM CO CTOPOHHMMHU OPTaHU3ALUAMH B CIIy4asiX, KOI/1a COTPYAHUKAM dTHX
OpraHu3aluii IpeoCcTaBIsAeTCs JOCTYI K 00beKTaM 3aUThI (pa3naen /3/), ¢ STUMU OpraHu3alUsIMU
JIOJDKHO ObITh  3akimoueHo CornameHue o KOH(GUISHIIUATbHOCTH, JmbOo CornameHue o
coomoaennn pexuma OezonacHoctd I1/[H mpu Beimonnenun pabdotr B MCII[AH. [loaroroBka
TUIIOBBIX BAPUAHTOB 3THUX COTJIAIIEHUH OCYIIECTBIISAETCS
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9. Moaesb HaApyIIHUTeJI 0€30IaACHOCTH

[Tox napymmutenem B OY moHMMaeTcs JIMIO, KOTOPOE B pPE3yJIbTaTe YMBIIUJICHHBIX HIIN
HEYMBIIIJICHHBIX JICUCTBUN MOKET HaHecTH yiepOd oObekTaM 3amuTh (paznen /3/).

Hapymmrenu nonpazaenstores no npusnaky npunaanexsoctu k UCITJIn. Bee napymurenu
JIEJISITCS Ha IBE TPYIIIIbL:

. BHEUIHUE HApYIIMTENIH - (QU3MYEecKHe JHIla, HE MMEIOLIUe IpaBa MpeObIBaHUS Ha
TEPPUTOPUHU KOHTPOJIUPYEMOM 30HBI, B TIpeIesiax KoTopoi pa3merniaercs ooopyaoBanue MCII/IH;

. BHYTPEHHUE HapyIIUTeNH - (U3MYECKUE JIMILA, MUMEIOIIUe MpaBo NpeObIBaHUS Ha
TEPPUTOPUHU KOHTPOJIUPYEMOH 30HBI, B TIpeiesiaX KOoTopoit pazmeniaercs ooopynoBanue MCIT/IH.

Knaccudpukanusa Hapymwureneii mnpencrtaBieHa B Mogenn  yrpo3  6€30macHOCTH
nepcoHanbHbIX HaHHbIX MCII/H.

10. Moaesab yrpo3 6e30nacHoOCTH

Hnsa UCIHda OV BeIIensitoTCS CIEAYIOIIME OCHOBHBIE KaTEropuu yrpo3 0e30MacHOCTH
IIEPCOHAJIBHBIX TaHHBIX:

1)  VYrpossl OT yI€UKH [0 TEXHUUECKUM KaHAIaM.

2)  Vrpo3sbl HECAHKIMOHUPOBAHHOIO JOCTYIA K HHPOPMAIMK:

- VYrpo3sl yHHUTOXEHMS, XulleHus annapatHbeix cpeacts MCII[H HocuTeneit
uH(popMaluu nyreM ¢puzndeckoro noctyna kK anementam UCIIAH.

- Yrpo3bl XWIEHUS, HECAHKIMOHUPOBAHHOW MOAM(PHUKAIUN WM OIOKUPOBAHUS
uH(poOpMallMK 3a cueT HecaHKIHoHupoBaHHOTo nocryna (HCJl) ¢ mpumeHeHneM MporpaMMHO-
anmapaTHbIX ¥ MPOTrPaMMHBIX CpPeACTB (B TOM 4HCIE MPOTrPaAMMHO-MATeMaTHYECKUX
BO3JICUCTBUH).

- YTrpo3bl HellpeTHaMEepEHHbIX AeMCTBHIM M0JIb30BaTeNel U HapylIeHU 0e3011acHOCTH
¢yukuuonuposanust UCIIIn u C3I1/IH B ee cocTaBe n3-3a cO0EB B MPOrpaMMHOM 00€CTIEUEHHH,
a TaKKe OT Yrpo3 HEaHTPOIIOTEHHOTO (COOEB anmnaparypbl U3-3a HEHaJIS)KHOCTH 3JIEMEHTOB, CO0EB
AIIEKTPONUTAHUS) U CTUXUITHOTO (YyIapOB MOJIHUH, 10XKAapOB, HABOJHEHUH U T.II.) XapaKTE€POB.

- Yrpo3sl IpegHaMEPEHHBIX JEHCTBUN BHYTPEHHUX HAPYIIUTEIICH.

- YTrpo3bl HECAaHKIMOHUPOBAHHOIO JJOCTYIIA 10 KaHAJIaM CBS3H.

Onucanue yrpo3, BEpOSITHOCTb UX PEAJIN3ALUN, OTTACHOCTh U aKTyaJIbHOCTb NIPEICTABICHBI
B Monenu yrpo3 6e3onacHoctu nepcoHanbHbIx qaHHbsix UCITIH

11. Mexanu3M peaju3anuy KOHIECNIIHA

Peanuszanus KoHnenmuu 10JkKHa OCYIECTBIATHCS HA OCHOBE NEPCIIEKTUBHBIX IIPOrpaMM U
IUTAHOB, KOTOPBIE COCTABJISIOTCSA HA OCHOBAaHUH U BO HCIIOJIHEHHE:

- (benepanbHBIX 3aKOHOB B oOnacTu obOecreueHUs WH(POpMaMOHHONW 0€30MacHOCTH U
3alUThl HH(OPMaLIUK;

- nocraHoneHuii [IpaBurenscTBa Poccniickoit deneparuu;

- PYKOBOJSIIMX, OPraHU3AllMOHHO-PACTOPSAUTEIbHBIX M METOJAMYECKUX JIOKYMEHTOB
®OCTOK Poccum;

- notpebHoctelt UCII/IH B cpeacTBax oOecrieueHust 6€30MaCHOCTH MH(POPMAIUH.

21



- 12. Oxugaemblii 3pPeKT 0T peanu3anu KOHIENIHU.

Peammzanms Konnenmuu 6e3onacuoctu [1/a B UCITIH mo3BowT:

- oueHuTh cocrosHue Oe3omacHocTH uHPopmauuu WCII/IH, BBIABUTH HCTOYHUKH
BHYTPEHHUX WM BHEIIHUX Yyrpo3 MH()OPMAIMOHHOW 0€30MacHOCTH, OMPECIUTh MPUOPUTETHHIC
HAPaBIICHUS IPEOTBPAIICHUS, OTPAKCHHS U HEUTPATH3aIllUU 3TUX YIPO3;

- paspaboTaTh  pacHOpPSAUTENbHBIE W  HOPMATUBHO-METOJUYECKHE  JOKYMEHTBI
npumenurenbHo Kk UCTI/IH;

- mposectH kiaccudukanuio u cepruduxannio UCIAH;

- TPOBECTH OPTaHU3AMHMOHHO-PEKUMHBIC U TEXHHUECKUE MEPOIIPHUSITHSI 10 0OECTICUCHUTO
6ezonacuoctu 111 8 UCII/IH;

- o0ecneunuTh HEOOXOTUMBINA YPOBEHb 0€30M1aCHOCTH OOBEKTOB 3aAIIUTHI.

OcyliecTBieHHEe 3THUX MEPOINPHUATHI 00ecleyuT Co3laHue €AUHOM, LEeJOCTHOH U
CKOOPJIMHUPOBAHHOM cucTeMbl HH(popMannonHoi 6e3omacHoctu UCIT/IH u co3macT ycmoBus it
ee JlaJbHeHIero CoOBepIIeHCTBOBAHUS.
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